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Ho w to con�gure a Linux �rew all p rotecting a publicly-accessible (b ounda ry , DMZ) net w o rk to detect w o rms' and

attack ers' scanning activit y and react in real time to blo ck and interfere with that scanning activit y . A discussion

of rep o rting to ols and p ossible extensions is also included, with details fo r setting up an SMTP-only ta rpit.
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1 In tro duction

1.1 In tro duction

T ypically the �rst step in attac king a remote net w ork is to scan it for vulnerabilities. A vulnerabilit y migh t b e

a computer running a service daemon that has a Bu�er Over�ow bug that can b e exploited to run arbitrary

commands at an elev ated privilege lev el. Once the � vulnerabilit y fo otprin t� of a net w ork is kno wn, the

attac k er can fo cus atten tion on the vulnerable computer(s), gain en try , and use the compromised computer

to attac k other computers.

In addition to a system crac k er in ten tionally fo cusing an attac k on a particular net w ork, or simply scanning

to see if a vulnerabilit y exists, there are programs (w orms) that use these same vulnerabilities to spread

autonomously , scanning for vulnerable systems and automatically infecting an y that are disco v ered. The

Microsoft I IS � Co de Red� and � Nimda� w orms are particularly high-pro�le examples of w orms that con tin ue

to b e activ e ev en to da y .

Also, man y publicly-accessible FTP serv ers are miscon�gured to allo w anon ymous write access. Man y p eople

activ ely scan for FTP serv ers seeking miscon�gured serv ers they can use to exc hange stolen soft w are (� war ez

� ) and en tertainmen t media (e.g. mo vies) for free.

This do cumen t describ es ho w to con�gure a Lin ux �rew all that is guarding a publicly accessible net w ork

(e.g. a � b oundary net w ork� or � DMZ� ) so that the �rew all will (1) automatically detect the initial scan for

vulnerabilities and (2) react in real time to protect the net w ork. In addition to simply blo c king the host

that is p erforming the scan, the �rew all will (3) act to in terfere with the scan, b oth to in terfere with the

attac k er and to slo w the spread of autonomous w orms, and (4) rep ort the scanning activit y to the appropriate

resp onsible parties.

This do cumen t also brie�y co v ers using "tarpit" soft w are to resp ond to or prev en t sp eci�c t yp es of abuse,

with a fo cus on email.

1.2 Audience

This do cumen t's in tended audience is Lin ux net w ork administrators. Y ou are assumed to ha v e familiarit y

with the concepts of TCP/IP net w orking, �rew all design principles, and with the syn tax of the �rew all
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commands in Lin ux. In the examples w e will use the syn tax as supp orted b y the 2.2 k ernel; the commands

should b e easy to translate to 2.4 and subsequen t k ernels.

Y ou ma y ha v e to rebuild y our �rew all k ernel to enable supp ort for T ransparen t Pro xy , so y ou should b e

familiar with and comfortable with con�guring, building, and installing customized k ernels.

It is p ossible that these to ols and tec hniques can b e used on other Unix-�a v or op erating systems. If y ou are

able to implemen t a scan-trap on another OS and it is similar to what is outlined here, please let me kno w;

I'd lik e to include instructions for that as w ell.

1.3 T o ols

Our scanner tarpit will b e built b y t ying together a suite of p o w erful and freely-a v ailable to ols and services.

These include:

Abacus P ortsen try

http://freshmeat .ne t/ pr oje ct s/ por ts ent ry /

LaBrea

http://sourcefor ge. ne t/ pro je ct s/l ab rea

LogSen try (formerly LogChec k)

http://freshmeat .ne t/ pr oje ct s/ log se ntr y/

DShield

http://www.dshie ld. or g/

MR TG

http://freshmeat .ne t/ pr oje ct s/ mrt g/

Note that w e're not going to b e using an in trusion-detection to ol suc h as Snort - this do cumen t assumes

y ou don't care to determine exactly what vulnerabilit y the attac k er or w orm is trying to exploit. In fact,

tarpitting the scanning tra�c will in terfere with the abilit y of an IDS to ol to analyze that tra�c, since it's

b eing throttled do wn to nothing.

1.4 F eedbac k, Credits & Resources

The home page for the Scanner T arpit HO WTO is http://www.imps ec .or g/ lin ux /s ecu ri ty /

scanner- tarpit.h tml

Please feel free to send an y feedbac k or commen ts regarding this do cumen t to me at < jhar din@impse c.or g >

. The curren t v ersion can b e found at:

� HTML: http://www.impse c. org /l inu x/ se cur it y/ sca nn er - ta rp it. ht ml

� P ostscript: http://www.imps ec .or g/ li nux /s ecu ri ty /sc an ne r- t ar pit .p s.g z

� PDF: http://www.impse c. org /l in ux/ se cu rit y/ sc ann er - ta rp it. pd f

� R TF: http://www.impse c.o rg /li nu x/ sec ur it y/s ca nn er- ta rpi t. rtf

� ASCI I text: http://www.impse c. or g/l in ux /se cu ri ty/ sc an ner - ta rp it .tx t
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� SGML source: http://www.impse c. or g/l in ux /se cu ri ty/ sc ann er - ta rp it .sg ml

Thanks to T om Liston for thinking up and co ding LaBrea.

Thanks to Eric Ra ymond for main taining the Jar gon File , and Denis Ho w e for The F r e e On-line Dictionary

of Computing .

The author's home page is at http://www.imps ec .or g/ ~j har di n/

1.5 Cop yrigh t & Disclaimer

This do cumen t is cop yrigh t

c


 2002-2006 b y John D. Hardin. P ermission is gran ted to redistribute it under

the terms of the GNU F ree Do cumen tation License v ersion 1.1, a v ailable at

http://www.gnu.o rg /li ce ns es/ fd l. txt

Please lea v e in tact the links to the original do cumen t, and please notify the original author if y ou alter or

republish this do cumen t.

THE A UTHOR IS NOT RESPONSIBLE F OR ANY D AMA GES, INCLUDING

LOSS OF CONNECTIVITY, INCURRED DUE TO A CTIONS T AKEN BASED

ON THE INF ORMA TION IN THIS DOCUMENT. BA CK UP ANY AND ALL

CRITICAL INF ORMA TION BEF ORE IMPLEMENTING THE CHANGES OUT-

LINED IN THIS DOCUMENT.

In other w ords, tak e sensible precautions and mak e sure y ou can undo what y ou'v e done.

2 Bac kground Kno wledge

2.1 What is a �rew all?

A �r ewal l is, in its simplest form, a device that connects t w o net w orks and con trols the tra�c that ma y pass

b et w een those net w orks. Generally a �rew all is used to mak e sure outsiders can only access those resources

the administrator wishes to mak e a v ailable to the public.

The most common w a y to do this is through pac k et �lters. A pac k et �lter iden ti�es net w ork tra�c b y

sp ecifying its source and destination using the IP addr esses and p ossibly p ort numb ers . Once tra�c has

b een iden ti�ed it can b e p ermitted or blo c k ed, or sub jected to further pro cessing.

Some resources for more information on �rew alls:

� Net w ork Computing's Network Design Manual at http://www.netw ork co mp uti ng .co m/ ne tde si gn /

wall2.html

� O'R eil ly & Asso ciates' b o ok Building In ternet Firew alls , ISBN 1-56592-871-7.

� the Lin ux Do cumen tation Pro ject IPChains HO WTO
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2.2 What is a Boundary Net w ork or DMZ?

A common net w ork con�guration is to ha v e two �rew alls: one b et w een the public In ternet and a small

� b oundary net w ork� or � Demilitarized Zone� (DMZ), where publicly-visible computers (e.g. a public HTTP

and FTP serv er, the public mail serv er) are attac hed. Then a second �rew all is placed b et w een the b oundary

net w ork and the priv ate net w ork.

This w a y b oth the public and the users on the priv ate net w ork ha v e access to the serv ers on the b oundary

net w ork, but an attac k er on the In ternet w ould ha v e to p enetrate t w o �rew alls to gain access to the priv ate

net w ork. This allo ws m uc h more con trol o v er access, and separating the securit y b et w een the public and the

b oundary net w ork from the securit y b et w een the public and the priv ate net w ork mak es it easier to design

and audit the �rew all system as a whole. It also spreads the pac k et �ltering load o v er t w o mac hines.

2.3 What is a �rew all script?

A �rew all script is a shell script that con tains a series of �rew all commands that con�gure the op erating

system's pac k et �lters. T ypically this script is run whenev er the �rew all system is reb o oted.

Firew all scripts usually de�ne envir onment variables to impro v e their readabilit y . The �rew all script examples

in this do cumen t will do this as w ell.

Here are the �rew all en vironmen t v ariables used in our examples:

� $ANY sp eci�es � an y host� - 0.0.0.0/0

� $INET_IF sp eci�es the In ternet net w ork in terface - e.g. eth1 for DSL or wp1_chdlc for a T1.

These v ariables w ould b e set at the top of y our �rew all script.

2.4 What is a tarpit?

A tar pit is a big pit with tar in it. Large animals w ould b ecome mired in the tar and ev en tually die

through starv ation or su�o cation. When applied to a net w ork �rew all, it means m uc h the same thing.

The TCP c ommunic ation pr oto c ol pro vides �ow c ontr ol settings whic h allo w the comm unicating computers

to set the size of data pac k ets b eing exc hanged, and ensures reliable comm unications through retransmission

of pac k ets whose receipt has not b een ac kno wleged.

A TCP tarpit is a program that sets the �o w con trol settings to, essen tially , pr event comm unication rather

than facilitate it. It sets the pac k et data and � unac kno wleged data� (windo w) size parameters to v ery lo w

v alues (e.g. the proto col o v erhead plus only one data b yte), whic h slo ws the transmission rate to a tric kle.

Then it nev er ac kno wledges pac k ets, so transmission of that one b yte will b e retried o v er and o v er, ideally

bringing the transmitting program (the scanning to ol or w orm) to a virtual halt for sev eral hours.

More information is a v ailable on the LaBrea w ebsite at

http://www.hackb us ter s. ne t/L aB re a/ - this site is required reading.
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2.5 What is T ransparen t Pro xy?

T ransparen t Pro xy is a facilit y pro vided b y the Lin ux k ernel. It pro vides the capabilit y of taking tra�c

that w ould normally pass thr ough a gatew a y and redirecting it instead to the gatew a y itself.

The most common application for this is transparen t pro xy of HTTP tra�c. The �rew all redirects tra�c

destined for p ort 80 on some other c omputer to the lo cal p ort on the �rew all that the pro xy serv er is

listening on. This w a y w eb bro wsers on the lo cal net w ork can bro wse the In ternet via the pro xy , without

b eing explicitly told to use the pro xy .

W e will use this facilit y to enable us to detect scans of the en tire b oundary net w ork, not just scans of the

outer �rew all itself.

More information (fo cusing on the use of transparen t pro xy in the ab o v e HTTP setting) is a v ailable on the

Lin uxDo c w ebsite at

http://www.linux do c.o rg /H OWT O/ mi ni/ Tr an spa re nt Pro xy .ht ml

3 Planning

The implemen tation of a scan-trap dep ends on t w o assumptions:

First, that there are certain t yp es of tra�c that should never b e coming in from the In ternet - for example,

SNMP , NFS (and related RPC proto cols), and LPD. Man y � bac k do or� remote access tr ojans tend to listen

on sp eci�c p ort n um b ers as w ell. T ra�c destined to these services can, with a large degree of safet y , b e

assumed to b e hostile in all cases.

Note that giv en the prop ensit y of unsophisticated Windo ws users to miscon�gure their computers, in b ound

NetBIOS-o v er-TCP tra�c should not b e considered hostile - but don't forget to blo c k it at the �rew all!

Second, that most tra�c destined to nonexistent hosts - IP addresses on the b oundary net w ork that are

not in use - is the result of random scanning or scanning of en tire blo c ks of net w ork addresses. Suc h tra�c

should not, ho w ev er, trigger an instan taneous resp onse. Human error in miscon�guring an application or

t yping errors in URLs can generate tra�c to nonexisten t net w ork addresses, and tra�c to net w ork addresses

that w ere used in the past can p ersist long after the net w ork address is no longer in use.

F or purp oses of illustration our b oundary net w ork will b e 192.168.0.x

3.1 T ra�c that is alw a ys hostile

So, the �rst step is to generate a list of service requests that should b e considered hostile whenev er receiv ed

from the In ternet. Here is a starting p oin t for TCP and UDP p ort n um b ers:

98 LinuxConf (system configuration, not from the Internet!)

111 Sun RPC (crackers scanning for Buffer Overflow flaws

permitting remote access, typically as root)

161 SNMP (BO flaws, insecure default configurations)

162 SNMP (BO flaws, insecure default configurations)

512 rexec (weak authentication)

513 rlogin (cracking weak passwords)

514 rsh (weak authentication)
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515 LPD (BO flaws)

635 NFS mounts

1433 Microsoft SQL server (default install has blank admin password)

9704 various Windows back doors...

12345

12346

16959

22222

27374

31337

32771

32772

32773

32774

33270

34555

35555

54320

54321 ...my, there are a lot of these... :)

T o k eep this list up-to-date, y ou should monitor resources suc h as the SANS alert mailing list at http:

//www.sans.org/n ew loo k/ di ges ts /S AC. ht m , the CER T advisory mailing list at http://www.cert.o rg /

contact_cert/cer tm ail li st .ht ml , and (of course) the BugT raq mailing list.

3.2 T ra�c to nonexisten t hosts

And the second step is to generate a list of service requests and un used b oundary net w ork addresses (or

netblo c ks) that can b e considered indications of hostile activit y when tak en together.

F or the purp oses of illustration w e'll sa y that there are t w o large un used blo c ks of addresses on our b oundary

net w ork: 192.168.0.128 - 192.168.0.159 and 192.168.0.192 - 192.168.0.223. If y ou get out y our IP calculators,

y ou'll see that those netblo c ks are 192.168.0.128/27 and 192.168.0.192/27. W e'll assume that these addresses

ha v e nev er b een used for an y purp ose that the public w ould kno w ab out.

F or those netblo c ks w e don't need to rep eat the ab o v e hostile service list. Instead, w e need to de�ne services

that are sub ject to attac k but are more legitimately exp ected to b e coming in from the In ternet b ecause

there ma y indeed b e suc h serv ers a v ailable to the public somewhere on the b oundary net w ork:

21 FTP (warez kiddies scanning for anonymous-writable servers)

22 SSH (BO flaws)

23 TELNET (BO flaws, weak passwords)

25 SMTP (spammers scanning for open relays)

53 DNS server (BO flaws)

80 HTTP (to catch HTTP worms scanning for vulnerable servers)

1080 SOCKS proxy (identity hiding, bounce attacks on others)

1723 PPTP server (DoS bugs, weak passwords)

3128 Squid HTTP/FTP proxy (DoS bugs, identity hiding)

3389 Microsoft Terminal Server (DoS bugs, weak passwords)

8080 HTTP proxy (identity hiding)
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This tra�c cannot, b y itself, b e considered hostile. T o b e considered hostile, it also needs to b e destined to

a computer that do es not exist.

4 Detecting and blo c king scans of the b oundary net w ork

A great to ol for detecting scanning activit y is A b acus Portsentry . Y ou con�gure it to listen for net w ork

tra�c on certain p orts, and if a giv en host generates a go o dly amoun t of tra�c to those p orts in a short

p erio d of time, a w arning is generated and action is tak en. It is in tended to detect and react to the second

stage of an attac k scan: scanning all of the p orts on a computer to see what services it is running, in an

attempt to detect vulnerable services or determine what op erating system is in use.

Though P ortsen try is p o w erful, it is also simple (whic h is go o d), and is only designed to protect a single

host. W e can, ho w ev er, use transparen t pro xy to enable P ortsen try to detect scans of the entir e b oundary

network . Using transparen t pro xy w e will redirect scanning tra�c from the hosts on the b oundary net w ork

to the �rew all itself, where all of the scanning tra�c will b e receiv ed b y P ortsen try .

4.1 Con�guring P ortsen try

T o con�gure P ortsen try to detect scans, edit the P ortsen try con�guration �le (e.g.

/etc/portsentry/ po rts en tr y.c on f ) and set the TCP_PORTS and UDP_PORTS lists to the � alw a ys

hostile� p ort list y ou'v e compiled.

T ransparen t pro xy is con�gured via �rew all rules. F or example, if w e wished the gatew a y to receiv e all of

the HTTP (80/tcp) tra�c passing through it, w e could run a �rew all command similar to this:

/sbin/ipchains -A input -i $IFACE -p tcp -d $ANY 80 -j REDIRECT 8080

Meaning: an y tra�c coming in on in terface $IFACE , proto col TCP , destined to p ort 80 on an y mac hine

an ywhere, will b e redirected to p ort 8080 on the lo cal host. This illustrates the original goal of T ransparen t

Pro xy: pro xying HTTP tra�c without ha ving to explicitly con�gure eac h individual lo cal net w ork clien t to

use the pro xy .

T o use transparen t pro xy to allo w P ortSen try to trap scans of the en tire b oundary net w ork, w e m ust run a

series of commands lik e:

/sbin/ipchains -A input -i $INET_IF -d $ANY 111 -j REDIRECT 111

Th us, an y tra�c coming in to the outer �rew all that is destined for p ort 111 on an y host on the b oundary

net w ork (whether or not it exists) will b e redirected to p ort 111 on the �rew all itself, where P ortsen try is

listening.

And:

/sbin/ipchains -A input -i $INET_IF -d 192.168.0.128/27 21 -j REDIRECT 12345

Th us, an y tra�c coming in to the outer �rew all that is destined for p ort 21 on an y host in an un used address

range on the b oundary net w ork will b e redirected to p ort 12345 on the �rew all itself, where P ortsen try is

listening.
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The tra�c destined for un used ranges on the b oundary net w ork m ust b e redirected to some p ort on the

�rew all where p ortsen try is listening. This ma y not b e the same p ort that the tra�c w as originally destined

to, if there are legitimate serv ers for those p orts elsewhere on the b oundary net w ork.

This is b est done in a couple of lo ops near the top of y our �rew all script, after y our priv ate-IP and an tisp o o�ng

rules:

# flytrap for port scanners and other d00ds - entire boundary network

for port in 98 111 161 162 512 513 514 515 1433 9704 12345 12346 16959 22222 27374 31337 32771 32772 32773 32774 33270 34555 35555 54320 54321

do

/sbin/ipchains -A input -j REDIRECT $port -l -i $INET_IF -p tcp -d $ANY $port

/sbin/ipchains -A output -j DENY -i $INET_IF -p tcp -s $ANY $port

/sbin/ipchains -A input -j REDIRECT $port -l -i $INET_IF -p udp -d $ANY $port

/sbin/ipchains -A output -j DENY -i $INET_IF -p udp -s $ANY $port

done

# trap scans on unused blocks of our Class-C

for port in 21 22 23 25 53 80 1080 1723 3128 3389 8080

do

/sbin/ipchains -A input -j REDIRECT 12345 -l -i $INET_IP -p tcp -d 192.168.0.128/27 $port

/sbin/ipchains -A output -j DENY -i $INET_IP -p tcp -s 192.168.0.128/27 $port

/sbin/ipchains -A input -j REDIRECT 12345 -l -i $INET_IP -p tcp -d 192.168.0.192/27 $port

/sbin/ipchains -A output -j DENY -i $INET_IP -p tcp -s 192.168.0.192/27 $port

done

These scripts are, of course, sub ject to more re�nemen t based on y our needs and are only presen ted as an

illustration.

P ortsen try's reaction to a scan is con�gurable. F or our purp oses, w e'll blo c k the scanning host b y running

the follo wing script.

/etc/portsentry/ po rts en tr y.b la ck lis t :

ATTACKER=$1

# record the attacker's IP address

echo "${ATTACKER}/32" >> /etc/IP-BlackList

# to manage load, don't log non-SYN traffic

/sbin/ipchains -A i-i-blk -j DENY -p tcp ! -y -s $ATTACKER

/sbin/ipchains -A i-i-blk -j DENY -s $ATTACKER -l

# let tarpit ACKs back out, block the rest

/sbin/ipchains -A o-i-blk -j ACCEPT -p tcp -d $ATTACKER

/sbin/ipchains -A o-i-blk -j DENY -d $ATTACKER

T ell P ortsen try to run this script in resp onse to a scan b y editing /etc/portsentry /p ort se nt ry. co nf and

setting the follo wing parameter:

KILL_ROUTE="/etc/portsentry/port sentr y.bl ackli st $TARGET$"

4.2 The i-i-blk and o-i-blk �rew all c hains

The i-i-blk (input-in ternet-blo c k) and o-i-blk (output-in ternet-blo c k) �rew all c hains used b y P ortsen try are

built near the top of the main �rew all script; w e re-read /etc/IP-Blacklist so that a �rew all restart w on't
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suddenly let a scanner or w orm bac k in to the b oundary net w ork:

# The blacklist

if [ -s /etc/IP-BlackList ]

then

/sbin/ipchains -N i-i-blk

/sbin/ipchains -A input -i $INET_IF -j i-i-blk

/sbin/ipchains -N o-i-blk

/sbin/ipchains -A output -i $INET_IF -j o-i-blk

(

/usr/bin/perl -n -e 's/#.*//;

if (

/([0-9]+\.[0-9]+\.[0-9]+\.[0-9 ]+\/[ 0-9]+ )/

) {print "$1\n";}' /etc/IP-BlackList |\

uniq | tail -200 | sort | uniq | \

while read IP_TO_BLOCK

do

# to manage load, don't log non-SYN traffic

/sbin/ipchains -A i-i-blk -j DENY -p tcp ! -y -s $IP_TO_BLOCK

/sbin/ipchains -A i-i-blk -j DENY -s $IP_TO_BLOCK -l

# let tarpit ACKs back out, block the rest

/sbin/ipchains -A o-i-blk -j ACCEPT -p tcp -d $IP_TO_BLOCK

/sbin/ipchains -A o-i-blk -j DENY -d $IP_TO_BLOCK

done

) &

fi

# The flytrap code goes AFTER this point

This script only re-blo c ks up to 200 of the most-recen tly-seen scanning hosts. This is done to limit system

load and to allo w for scanners from dynamic IP addresses: w e don't w an t to blo c k or tarpit a dialup or

DHCP IP address p ermanen tly . Also, ev en if the scanning tra�c is coming from a static IP address, a

compromised host b eing used for scanning ma y b e resecured or the scanner ma y ev en tually b e b o oted from

their ISP if they are scanning from their o wn computer.

Note that the i-i-blk and o-i-blk c hains m ust b e built in y our �rew all script BEF ORE the rules that redirect

tra�c to P ortsen try , or the �rew all will nev er actually blo c k the attac king IP address.

The �rst part of our scan-trap is done. W e can no w detect scans on our b oundary net w ork and blo c k the

scanner in real time.

5 T arpitting the scanner or w orm

Blo c king the scanner or w orm protects our net w ork from further attac k. W e'd also lik e to b e go o d net w ork

citizens and mak e the scanner's life hard, to tak e some of the load o� other admins who migh t b e the

attac k er's next target.

The to ol for doing this is called LaBrea. Basically it pla ys tric ks with the TCP �o w con trol settings to

tell the scanning computer � Y es, I'm here, but I can only accept one b yte p er pac k et,� and then do esn't

ac kno wlege pac k ets so the sender sits in a timeout-and-retransmit lo op for long p erio ds of time. Ideally the
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scanner will hit the tarpit and b ecome stuc k for hours on end, trying v ainly to see whether w e're running a

vulnerable v ersion of I IS and lea ving some other unprotected net w ork alone.

This resp onse is e�ectiv e where the scanner is c hec king for v ersion banners or other indications of a sp eci�c

vulnerabilit y , or is a w orm trying to propagate itself. On scans that are only lo oking for running serv ers (e.g.

� half-op en� or � stealth� scans) this w on't slo w the scanner, but has the b ene�t of p olluting the scanner's

database of � hits� - most of the hosts on the b oundary net w ork will b e rep orted as running the service that

the scanner is lo oking for. Ev en if the host do es not really exist.

LaBrea is designed to b e installed as the only service running on a dedicated � tarpit host� that is sitting on

the b oundary net w ork. Ho w ev er, the fact that w e are using transparen t pro xy and P ortsen try to detect and

blo c k scans of the b oundary net w ork means that this mo del w on't w ork. Instead, w e'll run LaBrea on the

outer �rew all itself.

5.1 Running LaBrea on the outer �rew all

(NOTE: a new LaBrea is curren tly in b eta release, and some c hanges are needed for it to run on a T1 vs. on

a standard Ethernet in terface, and to impro v e its b eha vior in the application describ ed here. See the patc h

�le for the needed c hanges. They ma y already b e in the b eta when y ou read this.)

LaBrea has sophisticated facilities for acting as if it w ere all of the nonexisten t hosts on the b oundary net w ork

in a dynamic manner. Since w e're running it on the outer �rew all, and w e only w an t to tarpit hosts after

a scan is detected, w e need to turn o� some of the smarts in LaBrea, and tell it explicitly whic h hosts w e

w an t it to tarpit. F ortunately , LaBrea supp orts a pac k et �ltering mec hanism via libpcap . Mak e sure y ou

ha v e a recen t v ersion of libpcap - older v ersions ha v e a bug that prev en ts prop er op eration when the �lter

passes a certain size.

T o generate the pac k et �lter w e need to capture the attac king IP addresses in a �le, whic h the P ortsen try

blac klist script is doing. This �le is then used to generate the pac k et �lter �le for LaBrea.

/usr/local/sbin/ ta rpi t :

#!/bin/bash

INET_IF=wp1_chdlc # the T1 - may be eth1 for non-T1 firewalls

NETWORK=' -n 192.168.0.0 -m 255.255.255.0 '

EVIL=/etc/IP-BlackList

BPF=/usr/local/etc/LaBrea-filter

# don't run this script in parallel

# this could definitely use some improvement

while [ -s $BPF.lock ]

do

if ps -p `cat $BPF.lock` >/dev/null 2>&1

then

# lock is valid

if [ -s $BPF.lock.2 ]

then

# another rebuild already queued

exit

else

echo $$ > $BPF.lock.2
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sleep 5

rm -f $BPF.lock.2

fi

else

rm -f $BPF.lock $BPF.lock.2

fi

done

echo $$ > $BPF.lock

if [ -s $EVIL ]

then

rm -f $BPF

echo 'tcp and src host ( ' > $BPF

/usr/bin/perl -n -e 's/#.*//;

if (

/([0-9]+\.[0-9]+\.[0-9]+\.[0-9 ]+)\/ [0-9] +/

) {print "$1\n";}' $EVIL |\

uniq | tail -200 | sort | uniq | sed -e 's|/.*||' \

while read IP_TO_BLOCK

do

echo "$IP_TO_BLOCK or " >> $BPF

done

echo '127.0.0.1 )' >> $BPF

fi

rm -f $BPF.lock $BPF.lock.2

if ps -ef | grep -v grep | grep -q Labrea

then

# re-read packet filter file

killall -HUP LaBrea

else

# start LaBrea

exec /usr/local/sbin/LaBrea -z -i $INET_IF -l -v -j -x $NETWORK -F $BPF

fi

T o manage LaBrea automatically , w e mak e a � respa wn� en try in /etc/inittab :

# run the tarpit daemon

tp:345:respawn:/usr/local/sbin/t arpit

And in the /etc/portsentry/ por ts en try .b la ckl is t script that P ortsen try runs to blac khole a new scan-

ning host, w e app end a command to run the tarpit script to up date the pac k et �lter:

nice /usr/local/sbin/tarpit
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6 Rep orting scanning activit y

Blo c king the scanner protects us, and tarpitting the scanner helps to protect others, but what really needs

to happ en is noti�cation of a resp onsible part y so that the scanning activit y stops , either through cleaning

and securing a compromised or infected host or ha ving the scanner's accoun t terminated and In ternet access

remo v ed.

T o do this, y ou can w atc h y our logs and man ually trac k do wn resp onsible parties and send them email when

y ou're attac k ed. This is, ho w ev er, a lot of w ork.

F ortunately there are resources to automate this pro cess. W e'll tie together t w o to ols: LogChec k (no w

LogSen try) p erio dically pro cesses new log en tries, and DShield serv es as a cen tral clearing house for collecting

attac k data and notifying resp onsible parties. W e'll use LogChec k to collect attac k data from our logs, and

add the capabilit y to ha v e it mail the relev an t p ortions automatically to DShield.

6.1 LogChec k - notify y ourself

forthc oming

6.2 DShield - notify the ISP and others

DShield monitors incoming data from man y sites, and when it app ears an attac k is underw a y (e.g. enough

suspicious tra�c is coming from a giv en IP) then the p erson resp onsible for that IP will b e determined and

noti�ed that a computer in their domain is attac king others.

The b ene�ts to this are:

1. Y ou don't ha v e to trac k do wn the ISP and send the noti�cation y ourself.

2. Dshield collects information from a large n um b er of sources. If the scanner's ISP receiv es a rep ort

that 15,000 hosts ha v e b een attac k ed then they ma y b e more inclined to tak e action quic kly than they

w ould b e if they w ere noti�ed that 15 hosts ha v e b een attac k ed.

3. Dshield acts as a rep ository for attac k data. The more sites that rep ort attac k data to Dshield, the

more lik ely a nascen t widespread attac k (e.g. Co de Red XVI) is to b e detected quic kly .

6.3 MR TG - graph the activit y

(c overs c on�guring SNMP to r ep ort tarpit tr a�c statistics, and c on�guring mrtg to lo g and r ep ort those

statistics)

7 Protecting individual computers

The tec hniques describ ed in this pap er are fo cused on a �rew all protecting a large public net w ork. There's

no reason these to ols cannot b e used to protect small net w orks, e.g. a home net w ork b ehins a Lin ux �rew all

connected to the In ternet via DSL.

A discussion of this is forthcoming...
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8 P ossible extensions

8.1 Spam con trol

The abuse of email b y unsolicited bulk mailers con tin ues to increase. One of the reasons it is so app ealing

to adv ertisers is that v ery large n um b ers of p eople can b e con tacted for a v ery small in v estmen t (b y the

spammer) in time and resources.

Setting up a tarpit for spam attac ks b oth of these economies. If the spammer's bulk mail program comes

to a halt when it tries to send messages to a particular mail serv er, the spammer's in v estmen t in time (the

time to send an individual message and the total time to send a bulk mailing) and resources (the n um b er

of sim ultaneous messages in the pro cess of b eing deliv ered and the system load that causes) go up. If man y

sites implemen t spam tarpits, the in v estmen t go es way up.

F or the same reasons this can also b e useful as negativ e feedbac k for the op erator of an op en SMTP rela y . A

small ISP op erating an op en rela y ma y simply ignore messages that b ounce from sites emplo ying a RBL �lter,

particularly if those sites are not sites that the ISP or their legitimate customers regularly comm unicate with.

The ISP ma y also not notice the extra load on their SMTP serv er caused b y the rela y ed spam messages. If

a spammer rela ys a large n um b er of messages via their serv er, and all of the deliv ery threads on that serv er

get tarpitted, then the ISP wil l notice - their regular mail deliv ery will b e sev erely in terfered with, and the

costs of the spammer's trespass will b e highligh ted.

The ethical asp ects of this resp onse to spam deserv e discussion. Is it a Denial-of-Service attac k if you ha v e

not initiated the comm unication? Is it � p olite� to cause a third-part y SMTP serv er to completely b og do wn

when they try to send mail to y ou? Is it ethical to activ ely en tice spammers to add tarpitted email addresses

to their mailing lists? The resp onses will, of course, co v er the full sp ectrum based up on ho w rabidly spam

is despised. F or the purp oses of discussion I'll o�er four p ossible paths of action: passiv e, reactiv e, proactiv e

and aggressiv e trapping.

Note: In the curren t v ersion of LaBrea (2.5-stable-1) there is no pro vision for pro ducing a w elcome banner

message. The prev en ts e�ectiv e tarpitting of SMTP tra�c since the SMTP pro cotol sp eci�es the serv er m ust

send a w elcome banner b efore the clien t attempts to send an y data. The clien t will hit the tarpit, not see a

w elcome banner, and time out after a brief dela y .

P atc hes are a v ailable on SourceF orge to add the abilit y to send a greeting banner so the mail clien t can b e

tarpitted when they attempt to send the HELO command. See

http://sourcefor ge .ne t/ tr ack er /i nde x. ph p?f un c= det ai l&a id =1 612 81 8& gro up _i d=7 08 96 &at id =

529395

(there are related bug�x and other capabilit y patc hes referred to on that page as w ell, y ou w an t them all).

If the curren t v ersion is greater than 2.5-stable-1 these patc hes ma y already ha v e b een incorp orated in to the

mainline v ersion.

8.1.1 P assiv e

Set up SMTP tarpitting on un used IP addresses in y our netblo c k. This will serv e to trap p eople scanning

for op en rela ys.
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8.1.2 Reactiv e

Set up a SMTP-only tarpit on y our public mail serv er and only tarpit rep eat abusers; for example, clien ts

that ha v e already b een rejected more than t wice b y y our MT A based on DNS RBLs y ou are using ("three

strik es, y ou're out"), or clien ts that ignore the SMTP RF C b y sending data b efore receiving the serv er's

greeting banner (see "Greet_P ause").

A script that do es this for sendmail on Lin ux is a v ailable at

http://www.impse c. org /~ jh ard in /a nti sp am /sp am me r- f ire wa ll

- it requires the ab o v e patc hes to b e applied to LaBrea. This script can b e installed on the same system as

y our public sendmail MT A and it will only tarpit rep eat o�enders' SMTP tra�c.

8.1.3 Proactiv e

The ab o v e script could b e used as a basis for setting up a static proactiv e SMTP tarpit that �rew alls and

captures an y clien ts that app ear in v arious RBL lists (if the RBL data is a v ailable in CIDR format), rather

than only tarpitting clien ts who ha v e already attempted deliv ery and b een rejected.

This requires a source for regular up dates of the desired RBLs in CIDR format. Suc h a feed ma y require

a con tract and a monetary in v estmen t, and consumes greater resources on the tarpitting system than the

Reactiv e metho d.

8.1.4 Aggressiv e

brie�y:

Set up a SMTP tarpit on a mac hine that do es not otherwise receiv e email. Con�gure LaBrea to accept SMTP

tra�c to that host from an y other host (e.g. don't limit the tarpit clien ts b y IP). Publish that mac hine as

the MX host for a sub domain of y our domain (e.g. @tarpit.example.c om ).

Then in vite the spammers in.

P ost to newsgroups that spammers troll using email addresses from that domain (e.g.

spam-me@tarpit.e xa mpl e. co m ). Resp ond to spamlist � remo v e� addresses with y our F rom: set to

that address. Publish the email address in non-visible mailto: links on w eb pages. Publish the SMTP tarpit

serv er in publicly-accessible op en rela y lists (whic h spammers no doubt use for their purp oses). Etc.

This ma y get y ou sued. Implemen t at y our o wn risk. I sp eci�cally disclaim an y resp onsibilit y for an y legal

issues or punishmen t y ou ma y exp erience from doing this.


